
How Attack Surface
Management Works?

The attack surface refers to all the hardware, software, SaaS services,

and cloud assets that process or store organization’s data and are

accessible from the Internet.

Attack surface management follows five steps:
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It involves enlisting all internet-
facing assets including web

applications, services, APIs, cloud
storage, email servers, etc.

Asset
Discovery

Inventory
&

Classification

The assets are discovered & labeled
based on type, technical properties,
business criticality, compliance
requirements, & ownership.

Regular monitoring is done for newly
discovered security vulnerabilities,
weaknesses, misconfiguration, and
compliance issues.

Continuous
Security

Monitoring

Risk Scoring
&

Security
Ratings

Malicious
Asset

&
Incident

Monitoring

The risk factor of each asset is
identified & ratings are derived from

objective and verified information.

This step involves monitoring for
infamous cyberattacks such as spear

phishing websites, email spoofing,
ransomware, etc.
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