More About
Industrial Espionage

Industrial Espionage involves spying on competitor
companies for commercial or financial purposes.

Types Of Industrial Espionage

» Hacking into a competitor's computers.
e Wiretapping a competitor.
 Attacking a competitor's website with malware.

» Posing as the competitor's employee to learn
trade secrets.

What Is Targeted?

Trade secrets.

Client information.

Financial information.

Marketing information.

How Is It Performed?

» Breaching cyber security ethics
to obtain company's secrets illegally.
» Planting own employees in a competitor's

organization.

» Approaching employees terminated by the
competitor firm.

o Offering benefits or black mailing trusted
employees of competitor's company.

Prevention Of Industrial Espionage

Identify valuable data for risk assessment.

Establish security & data access policy.

Do a thorough background check before

hiring employees.

Follow a proper employee monitoring &
termination procedure.
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